
Privacy Preserved Duplicate Check using
Multi-biometric Fusion

Moazzam Butt, Naser Damer
Fraunhofer Institute for Computer Graphics Research (IGD)

Darmstadt, Germany
Email: {moazzam.butt, naser.damer}@igd.fraunhofer.de

Christian Rathgeb
da/sec - Biometrics and Internet Security Research Group

Hochschule Darmstadt, Germany
Email: christian.rathgeb@cased.de

Abstract—Automated recognition of individuals can be per-
formed using biometrics without any requirement of explicit
knowledge of a PIN or a password. On the one side biometrics
has given convenience to citizens as they do not need to memorize
a bunch of passwords, but on the other side intra (inter) class
variations within (between) biometric features makes biometric
authentications untrustworthy. Therefore, decisions based on
biometric authentications are made more reliable by using several
biometric authentications performed on single or multiple biomet-
ric modalities (i.e. multi-biometric fusion). This paper describes
a method to identify if a person tries to re-enrol him/herself in
a database, when he/she is already enrolled. This is referred to
as duplicate check. In this work, duplicate check is performed
using two modalities: face and iris. The templates used during the
duplicate check are compliant to the ISO/IEC 24745 - Biometric
information protection. Such templates are known as protected
biometric templates. The protected biometric templates used in
this work are generated using the recently published irreversible
transformation based on Bloom filters. Scores are calculated
from face and iris Bloom filters based templates by comparison
with their respective enrolment templates using the normalized
Hamming distance. As a decision of the duplicate check, these
scores from both modalities are fused with appropriate weighting
factors in order to get improved performance compared to
using single individual modalities. The presented scheme is
experimentally validated using two public benchmark databases
namely the LFW and the CASIA-Iris-Thousand databases for
face and iris respectively.

I. INTRODUCTION

Biometric recognition in accordance with the ISO/IEC
2382-37 [1] can be defined as, the automated recognition of
individuals based on their behavioural and biological charac-
teristics. Biometrics being more convenient in use than PINs or
passwords are now being globally used in some of the public
security systems like automated border crossings. In addition
to convenience to the citizens, biometrics also enhance the
security of the systems by providing an additional security
layer (e.g., use of fingerprint) with the conventional PINs
or passwords based authentications. Use of the two factor
authentication (PIN or password with biometrics) makes the
system more difficult to circumvent, as an attacker cannot
supersede the system by just overlooking someones password
but also needs a valid fingerprint to intrude the system.

Biometric data is considered personal data as defined in
the Directive 95/46/EC [2]. Therefore, the use of biometric
data is subjected to the right of privacy preservation under
the article 8 European Convention Human Rights (ECHR) [3]
and processing of biometric data must be complaint to the

European Union (EU) data protection directive [2]. Privacy by
design plays a major role in the design of biometric systems.
Concepts such as biometric template protection (BTP) [4]–[6]
have brought a revolutionary increase in the research, as these
technologies resolve privacy and security threats [4], [5] to
biometric systems in the market. With the help of BTP mech-
anism, the development of biometric systems and services are
enabled, which provide convenience and high security without
even storing the original biometric data (privacy preservation).
As a consequence, the social acceptance of biometric solutions
in the society is strengthened.

The paper is outlined into the following sections. Sect. 2
highlights the related work on feature transformation based
biometric template protection. Sect. 3 discusses the system
model, feature extraction (face and iris) and template pro-
tection mechanism used in this paper. Sect. 4 describes the
score-level fusion methodology (including normalization and
different weighting rules) used for fusion of multi-biometric
sources. Sect. 5 describes the test data set, the protocols used
for evaluation and the evaluation results obtained from these
experiments. Sect. 6 concludes the paper and gives directions
on future work.

II. RELATED WORK

A. Overview

Template protection methods for face have been an es-
calating topic of research in the recent years. Face being a
rich informative biometric modality of the human body has
been a feasible source of authentication in a wide range of
applications such as access control, cash disposal on ATM
machine, online transaction, surveillance and border control.
The existing biometric template protection methods can be
classified into two categories [5]: biometric cryptosystems and
feature transformation. Since the focus of this work lies on
feature transformation, only this category is discussed in the
following.

B. Feature transformation

Ratha et al. [7] introduced cancelable biometrics as a first
feature transformation based approach for BTP and the same
concept of cancelable or changeable biometrics has also been
realized for the face modality by Jeong et al. [8]. Recently,
Random Projection (RP) has been used as non-invertible and
repeatable transform [9] for face template protection. Although



random projection is a popular dimensionality reduction tech-
nique, it is susceptible to masquerade attack [10] because
the attacker can construct the original biometric template by
calculating the pseudoinverse of unprotected projection matrix.
Since the distance between the transformed templates reflects
the distance in original (untransformed) templates, the random
projections is not well secure to hill-climbing attacks [11], [12]
and affine transformations attacks [13]. Therefore in general,
random projections are not very well secure. Discriminability
Preserving (DP) transformations [14], [15] provide better se-
curity against these attacks compared to the random projection
techniques. Wang et al. [16] have done an extensive analysis
of RP based changeable biometrics authentication systems
and have proposed a vector translation method to improve
the changeability of the generated templates in the RP based
methods. Some of the face cancelable template generation
approaches randomize the biometric features. This concept is
referred to as biometric salting. The BioHashing approach [17],
[18] is one of such methods that has been used and extended in
literature. Teoh et al. [9] have proposed a random multi-space
quantization (RMQ) BioHashing algorithm for face images.

Focusing on iris, Zuo et al. [19] proposed different tech-
niques to generate cancelable iris biometrics based on non-
invertible transforms and biometric salting, which are applied
in the image and feature domain. In order to preserve a
computational efficient alignment of the resulting iris-codes
based on the circular bit-shifting, iris textures and iris-codes
are obscured in a row-wise manner, which means adjacency
of pixels and bits is maintained along the x-axis in the image
and feature domain, respectively. In [20] block re-mapping
and image wraping have been applied to normalized iris
textures. For both types of transforms a proper alignment of the
resulting iris-codes is infeasible causing a significant decrease
of biometric performance. In [21] several enrollment templates
are processed to obtain a vector of consistent bits. Revocability
is provided by encoding the iris-code according to a random
seed. Pillai et al. [22] obtained cancelable iris templates by
applying sector random projection to iris images. Recognition
performance is only maintained if subject-specific random
matrices are applied. In case subject-specific transforms are
applied in order to achieve cancelable biometrics, these trans-
forms have to be considered compromised during inter-class
comparisons [23]. Subject-specific secrets, be it transform
parameters, random numbers, or any kind of passwords are
easily compromised, i.e. performance evaluations have to be
performed under the “stolen-secret scenario”, where each im-
postor is in possession of valid secrets. In [24] non-invertible
iris-codes are computed by thresholding inner products of the
feature vector with randomly generated vectors. The random
vectors are created by using a per-subject secret and a pseudo
random number generator. Several normalized iris textures are
multiplied with a random kernel in [25] to create concealed
feature vectors.

C. Fusion based approaches

Currently, new biometric template protection schemes are
based on fusion mechanisms at feature level, score level
or decision level. Kelkboom et al. [26] have analyzed the
multi-algorithm fusion at different levels using the helper
data scheme (HDS). They have analyzed the performance of
the fusion of 3D face protected template generated from the

fusion of two algorithms at feature-, score- and decision-level.
Recently, two cancelable face biometric template system [27],
[28] based on feature-level fusions have been introduced. Oh
et al. [27] have performed the fusion of features extracted
from partially different parts of the face. Paul et al. [28] have
generated the cancelable template by fusion of different face
features subsets followed by the projection of fused subset into
a new feature domain. Challenges involved in multi-biometric
template protection are summarized in [29]. Recently, Rathgeb
et al. [30] has employed Bloom filters for template protection
of iris [31] and also on fused feature templates of two irises
[32]. In one of our previous paper [33], the Bloom filter-based
irreversible transformation is applied to the stable face features
using helper data in order to improve recognition performance
with template protection. This paper deals with the fusion of
comparison scores individually obtained from Bloom filter-
based biometric protected templates of face and an iris.

III. ADAPTIVE BLOOM FILTER-BASED TEMPLATE
PROTECTION

A. Concept

A Bloom filter is a data structure [34] that can be used to
transform data to another space that allows efficient processing.
Bloom filters inherently can be used to represent data in a
memory effective way as it has the tendency to represent many
sample points in a compact array of bits. The application
of Bloom filters for biometric template protection has been
discussed in [31]. In this paper the Bloom filter-based data
transformation has been employed for transforming face as
well as iris biometric data. The workflow of the entire Bloom
filter-based template protection is depicted in Fig. 1.

B. Face feature extraction

The proposed approach generates cancelable templates
from a feature vector. In this work, the feature vectors are ex-
tracted using local binary local discriminant analysis (LBLDA)
[35]. In this approach, local and global based features are used
together to overcome bottlenecks of both local and global
appearance based features, when individually used for face
recognition. Each training face image is divided into a No. of
overlapping blocks. Principal component analysis (PCA) [36]
and linear discriminant analysis (LDA) [37] are performed
on each of the blocks and their transformation matrices are
multiplied to get a local subspace. These subspaces are sorted
according to their eigenvalues, in order to know the amount
of information represented by these local regions(blocks). This
allows the feature extraction from the probe face images in the
selective highly informative regions. Each probe face image
is projected onto these selective highly discriminant local
subspaces computed from the training images. The weight co-
efficients of these local subspaces (eigen faces or basis vectors)
act as the feature vector. These weight coefficients represent
the amount of correlation between the probe face image and
the trained subspaces (basis vectors). These correlation values
wi (where i = 1, 2, ..., 800) are binarized according to Eq.
1 in order to get a final binary feature vector of the face
image [35]. The binarization of the correlation values ti (where
i = 1, 2, ..., 800) depend solely on the sign of the correlation
value and not on its magnitude.



Fig. 1: Bloom filter-based template protection: a fixed number of C decimal values formed by L bits are XORed with an
application-specific PIN and mapped to Bloom filters, i.e. the protected template consists of N Bloom filters of size 2L bits.

bi =

{
1 if f i > 0,
0 otherwise.

(1)

C. Iris feature extraction

For iris recognition, this work used ordinal measures for
iris feature representation proposed by Sun et. al [38]. Ordi-
nal measures have the objective of characterizing qualitative
relationships between iris regions rather than precise measure-
ments of iris image structures. They also aim at a good trade-
off between distinctiveness and robustness. An ordinal measure
is a qualitative measurement, which is related to the relative
ordering of several quantities and is known for its robustness,
uniqueness and efficiency.

In [38], Multi-lobe differential filters (MLDFs) are used
to generate iris ordinal feature extraction. The ordinal code
(OC) is created by MLDF operator by moving it over the
normalized iris image and each ordinal comparison is encoded
as one bit (1/0) according to the sign of the filtering result. The
dissimilarity between two irises is represented by calculating
the Hamming distance between their features. To introduce
rotational invariance, the OCs are rotated at different angles
and the distances are calculated at each angle. Finally, the
minimum Hamming distance of all comparison results is
considered.

D. Template generation and comparison

The system model for generating cancelable templates
based on Bloom filters is shown in Fig. 1. The binary features
are generated from face using the LBLDA [35] approach. The
binary feature vector is divided into B non-overlapping blocks.
Each block has a fixed number of bits, L. The decimal value

of each block b where (b = 1, 2, . . . B) will contribute by
setting one bit to 1 within the corresponding Bloom filter in
the template. The index of bit to be set is based on the decimal
value of each block.

For comparison of templates, Hamming distance is used.
The score s between two Bloom filter-based templates fa and
fb is calculated as [31],

s(fa, fb) =
fa ⊕ fb
|fa|+ |fb|

, (2)

where |f | denotes the number of bits set to 1 in f .

IV. FUSION

Multi-biometrics uses information produced by multiple
biometric sources to enhance performance and to overcome
the limitations of the conventional uni-modal biometrics. Those
limitations can be caused by noisy data, low distinctiveness,
intra-user variation, non-universality of biometric characteris-
tics, and vulnerability to spoof attacks.

Information fusion is used to unify the information pro-
duced by different biometric sources. The fusing process can
be performed on different levels such as data-level, feature
level, and the score-level where the latter is considered in
this work. Score-level multi-biometric fusion approaches can
be categorized into combination-based and classification-based
approaches. In this work, the weighted sum combination rule
is used to produce a fused unified biometric decision based on
the provided face and iris biometrics. Fig. 2 gives an overview
of the proposed concept.

As a first step for the fusion process, the scores from differ-
ent biometric sources have to be normalized to a comparable



Fig. 2: System model: biometric fusion is performed at decision level where comparison scores are obtained from (un)protected
face and iris templates. After a min-max normalization the weighting is performed based on EERs or NCW s.

range. Here, the min-max normalization is used and it can be
formulated as,

S′ =
S −min{Sk}

max{Sk} −min{Sk}
, (3)

where min{Sk} and max{Sk} are the minimum and
maximum value of scores existing in the training data of the
corresponding biometric source and S′ is the normalized score.

Within the weighted sum score fusion, each biometric
source must be given a weight that indicates its relevant effect
on the fused decision such that more accurate sources will have
larger effect. In this work, two different weighting approaches
were implemented. Firstly, the equal error rate (EER) based
weighting is employed. EER is the common value of the false
acceptance rate (FAR) and the false rejection rate (FRR) at the
operational point where both FAR and FRR are equal. EER
weighting was used in many works to indicate the influence of
biometric sources [39]. As the EER is inverse proportional to
the performance of the biometric source, for a multi-biometric
system that combines N biometric source, the EER weight
for a biometric source k is given by,

wk =
1

EERk∑N
k=1

1
EERk

. (4)

The second weighting approach used is the non-confidence
width (NCW ) weight proposed by Chia et al. [40]. This
weighting approach is based on the genuine and imposter
scores distributions and corresponds to the width of the overlap
area between the two distributions. Given that MaxI

k is the
maximum imposter score and MinG

k is the minimum genuine
score, NCW is given by,

NCW k = Max I
k −MinG

k , (5)

as the NCW is inverse proportional to the biometric source
performance, the weights based on the NCW is given as,

wk =
1

NCWk∑N
k=1

1
NCWk

. (6)

Given the calculated weights, the fused score by the weighted
sum rule F for N score sources is given as,

F =

N∑
k=1

wkSk, k = {1, . . . , N}. (7)

V. EXPERIMENTAL EVALUATION

A. Dataset

To show the feasiblity of the approach, we have used the
conditionally unconstrained LFW benchmark database [41] for
face and the CASIA-Iris-Thousand [42], [42], [43] database for
iris. The LFW dataset originally comprises of 10 folds. For
testing purpose, 311 subjects were randomly selected from the
whole LFW data set and the CASIA-Iris-Thousand databases.
Two images of face and two images of iris were chosen per
subject. Then, face images were cropped and iris images were
segmented before features were extracted. The binary feature
vectors for each image were calculated as defined in Sect.
III. While generating the feature vectors from subjects of a
single fold in the LFW data set, the local subspaces training
was performed using subjects of the other 9 folds of the LFW
data set. For each subject, we use 2 binary feature vectors
for face and iris, each having a length equal to 800 bits and
1024 bits, respectively. For enrolment purposes, we select one
binary vector as enrolment template and the other binary vector
as probe template, for each modality.

B. Experiments

The performance is estimated in terms of (true-positive)
identification rate (IR). The IR is the proportion of identifica-
tion transactions by subjects enrolled in the system in which
the subject’s correct identifier is the one returned. Identification
is performed in the closed-set scenario returning the rank-1
candidate as identified subject (without applying a decision
threshold).

For testing purposes, we divide the database into 3 folds.
The tests were performed on all 3 folds (fold1: 103 users,
fold2: 103 users, fold3: 105 users). While testing 1 fold, we



(a) without Bloom filter (unprotected template) (b) blocks per filter = 1

(c) blocks per filter = 2 (d) blocks per filter = 4

Fig. 3: CMC for different numbers of feature blocks encoded per Bloom filter. Each plot shows unimodal (face and iris) average
performance and also fused results under two different weighting schemes (NCW and EER) over 3 test folds.

TABLE I: Rank-1 identification rates (in %age) for different
configurations of the Bloom filter-based template protection
scheme.

Biometric Blocks encoded per filter
modality 0 1 2 4

Face 18.96 17.34 17.67 17.02

Iris 87.77 83.59 78.42 80.02

Fusion EERW 81.00 63.28 60.72 82.59

Fusion NCWW 88.72 87.75 84.21 85.83

use other 2 folds for training. The length of block is optimally
set to 4 for each modality.

The performance is evaluated for identification (1:N com-
parison) scenario, as it resembles the duplicate check use-case
[44], where one subject is need to be checked against all the
subjects in a database, if he is already enroled or not. Four
tests with different settings of template protection mechanisms

(feature blocks encoded per Bloom filter = 4,2,1 and 0 =
unprotected) were performed. The identification performance
is visualized as Comulative Match Curve (CMC). From the
CMC plots in Fig. 3, it is clear that multi-biometric fusion
outperforms uni-modal systems (face and iris). Both weighting
mechanisms significantly improved biometric performance.
From the figures, it is obvious that performance decreases
with increase in number of encoded blocks per Bloom filter.
In the case where the number of blocks per filter is set
to 1, there is no collision of blocks but the performance
is degraded as compared to the unprotected system because
of transformation involved in the given approach. Obtained
results in terms of rank-1 identification rate are summarized in
Table I. As can be seen, performance obtained for the NCW -
based fusion for encoding a single codeword per Bloom filter
and unproteceted domain is comparable, thus enabling pri-
vacy preserved duplicate check at practical performance rates.
Compared to the unprotected system, biometric performance is
almost maintained for several settings. At higher ranks, see Fig.
3, the NCW -based fusion for encoding four codewords per
Bloom filter achieves highest identification rates. Furthermore,



TABLE II: Irreversibility analysis for different configurations
of the Bloom filter-based template protection scheme.

Biometric Blocks encoded Total No. of Compression
modality per filter collided blocks ratio (in %)

Face 2 2165 3.48
4 6288 10.11

Iris 2 3905 4.90
4 11524 14.47

it can be observed that for iris feature vectors the encoding of
4 blocks per filter outperforms the encoding of 2 blocks per
filter, i.e. it is assumed that the former configuration achieves
more robustness with respect to feature alignment.

The irreversiblity of protected templates is dependent on
the number of collisions occured while encoding more than
one block in a Bloom filter. The number of collided blocks
for different cases is summarized in Table II. As can be seen
the privacy protection is improved with the number of blocks
encoded per Bloom filter.

VI. CONCLUSION AND FUTURE WORK

From the evaluation results, it is obvious that multi-
biometric fusion with weighting scheme NCW has outper-
formed the recognition performance of the uni-modal (face
or iris) systems. Furthermore, the proposed approach achieves
best performance for employing protected biometric templates,
i.e. any duplicate check performed within the system is privacy
preserved. As future work, we would like to see performance
gain with more than two biometric modalities scores. Sub-
sequently, more efficient normalization and weighting rules
can be designed. Further research interests include the design
of an efficient compression technique for Bloom filter-based
templates and the investigation of the effect of compression of
biometric templates on multi-biometric score-level fusion.
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